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ABSTRACT 

In cryptography, the key exchange protocol is very important before starting secure 
communication. Both parties will use an asymmetric key algorithm to exchange their keys for 
encryption and decryption. One of the methods to securely exchange the keys is Diffie-Hellman 
Key Exchange (DHKE) protocol. DHKE allows both parties to exchange their keys over the 
insecure public channel safely. However, DHKE protocol does not authenticate the message, 
making it easily exposed to third-party interruptions like Man-in-the-Middle (MitM) attack. 
Therefore, Station to Station (STS) protocols was introduced after modifying the DHKE 
protocol and adding authentication elements.  Thus, this paper proposes to provide the 
authentication of the STS protocol by using Lamport Digital Signature Scheme. Lamport 
Digital Signature Scheme, also known as Lamport one-time signature scheme, gives very strong 
security because it can be built from any cryptographically secure one-way function and 
usually uses a cryptographic hash function.  The results from the study are STS protocol 
algorithms that provide a verification scheme using the Lamport Digital Signature Scheme. As 
a result, both parties will obtain a common key for encryption and decryption, in which both 
parties play a role by using their respective digital signature for verification within the STS of 
this protocol. 
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1. Introduction  
Cryptography allows the parties to secure the privacy of the information they send to each other 
while guaranteeing the integrity and authenticity of communication (Bellare & Rogaway, 
2005). Therefore, it plays a very important role in private data communication. Cryptography 
has been widely used daily—for example, the secureness of credit card information when online 
shopping and privacy in online banking. Bellare and Rogaway (2005) stated that this study 
involves a few branches in mathematics like number theory, group theory and computational 
complexity theory.  

A few basic terms in cryptography are plaintext, ciphertext, encryption algorithm, 
decryption algorithm and secret key. Cryptography was divided into two branches: private key 
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cryptography and public key cryptography. Private key cryptography is about sharing secret 
keys between two parties for encryption and decryption. Meanwhile, public key cryptography 
involves the generation of public keys and secret keys (Paar & Pelzl, 2010). Most of its 
applications are key establishment or key distribution and digital signature. Gómez Pardo 
(2013) mentioned that public key encryption is more convenient than private key encryption in 
this modern communication.  

Key establishment or key distribution is a central part of cryptography in which two 
communication parties will compute and exchange the private key for the decryption 
(Burmester & Desmedt, 1995). Whitfield Diffie and Martin Hellman proposed the Diffie-
Hellman Key Exchange (DHKE) protocol in their published paper entitled “New Direction in 
Cryptography” in 1976. DHKE is also the protocol that allows sharing a common secret key 
between two parties over an insecure communication channel. It is one of the cryptographic 
schemes whose security depends on computational intractability in solving the Discrete 
Logarithm Problem (Paar & Pelzl, 2010).  

However, the communication may be exposed to a threat like a Man-in-the-Middle 
attack as the authentication of the communication entities is not provided in DHKE (Nan Li, 
2010). Man-in-the-middle (MitM) attack is an eavesdropping attack done by a third party in 
communication. They may aim to gain confidential information such as personal information 
or password or sabotage or spy on the victim (Swinhoe, 2019). This study will use the Station-
to-Station (STS) protocol to overcome the drawback of the DHKE protocol. Diffie-van 
Oorschot-Wiener introduced STS as a discrete logarithm-based key agreement scheme 
(Hankerson et al., 2004). STS provides security to DHKE protocol by providing digital 
signatures to authenticate in DHKE.  

A digital signature scheme is one of the schemes that assure the authenticity of the 
digital message. It works like a handwritten signature, proving to the receiver that the message 
was from the sender who generated it (Sako, 2011). One of the methods to construct digital 
signatures is using a one-time signature scheme (OTS). Note that this method has a limit to sign 
and deficiency on the length of signature and size of the public and private key (Zaverucha et 
al., 2010). The OTS is known as the Lamport Signature Scheme. Leslie B. Lamport invented 
the Lamport signature scheme in 1979, and the process involved three steps: key generation, 
signing and verification. In a key generation, a key pair, a private key and a public key, were 
generated (Zentai, 2020). In this paper, the Lamport signature scheme will be implemented into 
the STS protocol to overcome the authentication problem in DHKE. As a result, the algorithm 
for Lamport Digital Signature Scheme with STS protocol will be shown.  

 

2. Literature Review 

Lamport's signature scheme is a one-time signature scheme proposed by Lamport and Rabin 
(Thanalakshmi et al., 2022). This scheme is evaluated based on the idea of executing public 
keys to secure the keys by using a one-way function (Chang & Yeh, 2005). There are many 
benefits of one-time signatures, such as one-way functions that can be implemented using fast 
hash functions such as Secure Hash Algorithm (SHA-2) or Message Digest (MD5). However, 
although this scheme is quite fast, it tends to be onerous when it needs to authenticate multiple 
messages as additional data is required to generate and verify each new message.  
  A new scheme that will generalise the Lamport signature scheme has been suggested. In 
addition, an effective solution has been proposed for signing a long letter to make the proposed 
scheme more realistic and accurate. They suggested a new scheme to increase the size of 
Lamport's one-time signature. Key generation, signing, and verification will all be part of the 
new process (Chang & Yeh, 2005). The drawback of this research is that the suggested signs 
of a very long message are inaccurate. Therefore, the researcher needs to strengthen the problem 



 

Md Nizam Udin et. al., Malaysian Journal of Computing, 7 (2): 1139-1149, 2022  

 

1141 

 

by hashing the message before signing. According to Zentai (2020), the algorithm of the 
Lamport signature scheme is not secure when generating multiple signatures with the same key, 
but it works when some modifications are added. 

The Diffie-Hellman algorithm will employ modular arithmetic and discrete logarithm 
to generate a shared key for both sender and receiver, utilising a communication channel in 
which both sender and receiver choose a common prime integer, p, and primitive root, q (Aryan 
et al., 2017). However, many attacks are possible to happen in the basics of the Diffie- Hellman 
algorithm.  

Kallam (2015) stated that the basics of DHKE protocol are not secure against a Man-
in-the-Middle (MitM) attack. In general, an authentication process will be expected to 
guarantee that at whatever point Alice sends a message to Bob, the beneficiary must be Bob 
and not Eve (attacker). It is very important and generally the norm to discard the keys after use 
so that there will be no long-term keys that can be revealed to bring issues or problems later.  

Diffie et al. (1992) stated that the STS protocol consists of Diffie-Hellman key 
establishment followed by an exchange of authentication signatures. For the key establishment, 
they assumed the parameters used, such as the primitive element 𝛼𝛼 and the specification of a 
particular cyclic group, are permanent and known to all users. They also assumed that Alice 
knew Bob’s genuine public key and vice versa. In their research, they concluded that the 
exchanged exponentials are digitally signed and retransmitted during the STS protocol. 
According to Krishna Kumar et al. (2012), Eve, an eavesdropper, will not be able to change or 
modify the original exponentials without initiating a failure during Alice and Bob’s key 
agreement. They also show how to defeat MitM attacks by using the STS protocol.  

 

3. Methodology 

3.1  Diffie-Hellman Key Exchange 

The Diffie-Hellman key exchange is a cryptographic protocol that enables two parties to create 
a shared secret key to communicate over an insecure communications channel. Furthermore, 
the diffie-Hellman protocol allows two parties to securely share a session key, which can then 
be used to encrypt messages symmetrically. Besides, the Diffie-Hellman protocol also 
calculates a session key based on mutually decided parameters shared in the earlier phase. A 
key agreement protocol is the protocol type (Kallam, 2015). 

The two public numbers shared by both parties are large prime integer p and base an 
in this protocol. The complexity of estimating discrete logarithms contributes to the 
effectiveness of the Diffie-Hellman key exchange protocol. The Diffie-Hellman protocol was 
the first practical solution to the key distribution problem, allowing two parties who had never 
met in advance or exchanged keying material to establish a mutual secret by exchanging 
messages over an open channel. Using a symmetric key cypher, the key could be used to encrypt 
subsequent communications. The protection is based on the Diffie-Hellman problem's 
intractability and the major issues of computing discrete logarithms. “Alice” and “Bob” are the 
names of the two parties involved in the main exchange (Mishra & Kar, 2017). 
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Figure 1. Diffie-Hellman Key Exchange 
 

Figure 1 shows a simple protocol that makes use of the Diffie-Hellman calculation. The 
following are the functions of an algorithm.    
1. Alice and Bob agree to choose the prime number p  and q  an integer that is a primitive 

root p .  
2. Alice and Bob choose the private key a p<  and b p> , respectively.  
3. Alice and Bob compute public key, modax q p≡  and modby q p≡ .  

4. Alice and Bob exchange their public key.  
5. Alice receives Bob’s public key, y . Bob receives Alice’s public key, x .  
6. Using the message that they received, they calculate the symmetric key. Alice and  Bob 

compute symmetric keys modaK y p≡  and modbK x p≡  respectively.  

7. Symmetric key, K is the session shared secret.  
 

Alice and Bob have agreed upon a symmetric key as their secret key. These two 
calculations produce identical results: 
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by the rules of modular arithmetic  
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3.2 Station-to-Station Protocol 

The Station-to-Station protocol is a three-pass version of the classic Diffie-Hellman protocol 
that allows two parties to construct a shared secret key with the mutual entity and mutual 
explicit key authentication. Digital signatures are used in the STS. A communication's digital 
signature is a number based on a secret known only to the signer and the content of the message 
being signed. The RSA signature scheme is frequently used with the STS protocol. To use an 
RSA signature scheme, users must first establish public and private key pairs (Krishna Kumar 
et al., 2012). The STS protocol is shown in Figure 2.  

 

Figure 2. Station-to-Station protocol 
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The following is an algorithm for the Station-to-Station protocol: 
 
Key Generation:  
1. Alice generates a private key, 𝑎𝑎 where 1 2≤ ≤ −a p .  

2. Bob generates a private key, 𝑏𝑏 where 1 2≤ ≤ −b p .  

3. Alice compute public key, mod≡ ax q p .  

4. Bob compute public key, mod≡ by q p .  

Station 1 

1. Alice sends her public key, x to Bob.  

Station 2 

1. Bob receives Alice’s public key, x. 

2. Bob computes his digital signature, Bsign .  

3. Bob sending his digital signature, Bsign  and public key, y to Alice.  

Station 3 

1. Alice receives and verify the Bob’s digital signature, Bsign . 

2. If the signature valid, Alice will receive Bob’s public key, y and compute session 
shared key, mod≡ a

ABK y p .  

3. Alice computer her digital signature, Asign  

4. Alice sends her digital signature, Asign  to Bob.  

Station 4 

1. Bob receives and verify the signature, Asign . 

2. If the signature valid, Bob compute mod≡ b
BAK x p .  

 
3.3 Lamport Digital Signature 
 
Lamport signatures are one-time signature schemes that allow the signer to sign his messages. 
This signature allows the verifier to verify messages that the signer constructed. The level of 
security of Lamport Signature is due to the hardness of inverting a cryptographic hash function 
(Zentai, 2020).  
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Figure 3. Lamport Signature Scheme 
 
Figure 3 shows the process for Lamport's signature. There are three steps in the Lamport digital 
signature: key generation, signing and verification. In addition, the following are the functions 
of an algorithm. 
 
Step 1: Key generation  

i. Let 𝑘𝑘 be a positive integer and let { }0,1 kP = . Suppose :f Y Z→  is one-way 

function.  
ii. The key 𝐾𝐾 consists of the 2k 

, 'i jz s  and the 2k 
, 'i jz s 𝑖𝑖,𝑗𝑗’s. The 

, 'i jy s  is the private 

key while 
, 'i jz s  is the public key.  

iii. Signer randomly chooses 
,i jy Y∈  where 1 i k≤ ≤  𝑎𝑎𝑎𝑎𝑎𝑎 0,1j =  by supposing the 

value of K in 2k.  
iv. Let ( ), ,i j i jz f y= , 1 i k≤ ≤  𝑎𝑎𝑎𝑎𝑎𝑎 0,1j =  to compute the public key 

,i jz . 

 
Step 2: Sign  

i. Signer wants to sign the message, { }1,..., 0,1 k
kx x x= ∈ .  

ii. For ( ), ,, :1 , 0,1i j i jK y z i k j= ≤ ≤ = ,  ( ) ( ) ( )
11 1, , 1,..., ,..., ,...,

kA k x k x ksig x x y y s s= = .  

iii. Signer sends the message ( )1,..., kx x x= along with his signature, 

( ) ( )1 1,..., ,...,A k ksig x x s s= to verifier.  
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Step 3: Verification  
i. Verifiers receive the signer’s messages, ( )1,..., kx x x=  and signature, 

( ) ( )1 1,..., ,...,A k ksig x x s s=  . 

ii. A signature ( )1,..., ks s  on the message ( )1,..., kx x  is verified as follows: 

( ) ( )( ) ( )1 1 ,,..., , ,..., ,1A k k i i jver x x s s true f s z i k= ↔ = ≤ ≤ . 

iii. If the signature is verified, Bob will receive the message from Alice.  

 
The Lamport digital signature scheme is not the most realistic digital signature method since 
user must produce a new match of keys for every message means the user need to generate 

,i jy  

and 
,i jz  again every time to sign a new message. Moreover, the previous key must be destroyed 

and cannot be used again. 
 
4. Result and Discussion 

4.1 Application of Lamport Digital Signature Scheme to Station-to-Station (STS) 
protocol 
 
The Lamport digital signature Scheme will be applied to the Station-to-Station (STS) protocol 
in this project to provide authentication elements to it. 
 

 

Figure 4. Implementation of STS Protocol by using Lamport Signature 
 
Figure 4 illustrates the steps in adding a Lamport digital signature into the STS protocol. To 
start the protocol, let us assume there are two parties. Alice and Bob want to send their 
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respective public key, x and w, to each other securely so that they can generate a sharing session 
key, K. The algorithm to implement STS by using the Lamport signature is as follows. 
 
1. Alice and Bob generate private key, a and b where 1 , 2a b p≤ ≤ −  and they agree to 

choose q as the primitive root for the prime p. 
2. Alice will compute public key, modax q p≡  and sending it to Bob. 

3. Bob receives Alice’s public key, x. Bob compute his public key, modbw q p≡ . 

4. Bob randomly chooses 
,Bi jy Y∈ where 1 i k≤ ≤  and { }0,1j∈ . 

5. Bob generates ( ), , modBi j Bi jz f y p∈ . 

6. Bob compute signature from the message { }1,... 0,1 k
B B Bkm m m= ∈  where 

( ) ( ) ( )1 1, 1 , 1 2,..., ,..., ,...,B B Bk B m Bi mk B Bsig m m y y s s= = . Bob sends ( ), ,B Bw m sig  to 

Alice. 
7. Alice receives Bob’s message and signature, ( ), , Bw m sig . 

8. Alice uses ( )1,...,B B Bksig s s=  to verify Bob’s signature by using ( )Bi Bif s z= . If the 

same, then Bob's public key is accepted. If not, then the message is denied.  
9. Alice randomly chooses 

,Ai jy Y∈ where 1 i k≤ ≤  and { }0,1j∈ . 

10. Alice generates ( ), , modAi j Ai jz f y p∈ . 

11. Alice compute signature from the message { }1,... 0,1 k
A A Akm m m= ∈  where 

( ) ( ) ( )1 1, 1 , 1 2,..., ,..., ,...,A A Ak A m Ai mk A Asig m m y y s s= = . Ali sends ( ),A Am sig  to 

Bob. 
12. Bob receives Alice’s signature, ( ),A Am sig . 

13. Bob uses ( )1,...,A A Bksig s s=  to verify Alice’s signature by using ( )Ai Aif s z= . If the 

same, then Alice's public key is accepted. If not, then the message is denied.  
14. Alice and Bob compute session sharing key, mod moda b

ABK w p x p≡ ≡ . 

4.2 The security of Station-to-station protocol using Lamport digital signature. 

Lamport digital signature scheme is a one-way signature scheme in which the private key and 
public key will be updated or regenerated after previous communication is done. Hence, the 
attacker has a problem analysing for breaking the keys. Furthermore, the length of the key is 
equal to the length message, making the protocol hard to break. Therefore, the security of the 
STS protocol is well maintained.  
 

5. Conclusion 

From the result and discussion, it can be concluded that the application of the Lamport digital 
signature scheme in STS protocol is valid as the signature of both parties were proved. Thus, a 
new algorithm of the STS protocol by using the Lamport digital signature scheme. It is more 
secure than other signatures like RSA, Rabin, ElGamal and ECDSA since they can have the 
following duplicate signature key selection property.  Meanwhile, the Lamport Digital 
signature scheme is a one-time signature scheme. The previous key created cannot be used 
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again for the next communication. The algorithm proposed will provide the authentication in 
the DHKE protocol, which signifies that both objectives in this study were achieved. So, the 
DHKE protocol can be used widely and safely as the authenticity of both communication parties 
has been secured. The authentication in the DHKE protocol is very important to prevent third-
party interruption in communication such as MitM attack. The authenticity of information 
secures the integrity of the message and guarantees the message comes from the genuine sender, 
and only the intended receiver can read the message. 
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